Abstract-This paper investigates geolocating a Long Term Evolution (LTE) subscriber station based on the timing advance ranging parameter within the network signal internals. The basic approach to geolocation based on radial distances from multiple base stations is outlined. Specifics of the timing parameters used during LTE network entry are examined as they relate to calculating these distances. Computer simulation is used to demonstrate expected geolocation accuracy in multiple base station networks when estimating likely locations of subscriber stations on a two-dimensional coordinate mapping system. Computer simulation is further refined to demonstrate expected geolocation accuracy in multiple base station networks when estimating likely locations of subscriber stations on a threedimensional coordinate mapping scheme. Results show the possibility of fixes with ten times greater accuracy than in previous results in the literature when applying timing advance techniques to Global System for Mobile communications networks when using a two-dimensional coordinate mapping scheme, and accuracy approaching fifty centimeters when using a three-dimensional coordinate mapping scheme, accuracy that is comparable to the accuracy in Global Positioning System technologies.
INTRODUCTION
The 3GPP intends LTE to be a fourth generation (4G) mobile-communication system that can take the telecom industry into the 2020s [1] . In June 2005, a study item by the project finalized the requirements for LTE to ensure competiveness over a ten-year time frame. The requirements include reduced delays in terms of connection and transmission latency, increased user data rates, reduced cost per bit through improved spectral efficiency, and greater flexibility of spectrum usage in both new and pre-existing bands. Other key requirements involve simplified network architecture, reasonable power consumption for the mobile terminal, and seamless mobility, including between different radio-access technologies [2] .
Despite a lack of true 4G status, LTE networks based on the Release 8 specifications deployed around the globe. The first available networks appeared in Stockholm, Sweden and Oslo, Norway during December 2009. In North America, wireless carriers Verizon and MetroPCS have deployed LTE networks. With the requirement of backwards compatibility for LTE-Advanced imposed by 3GPP, existing LTE networks anticipate cost-effective upgrading to the Release 10 standards in the future [5] .
The ability to locate subscribers within a network remains a key element in past and future mobile telecommunication services. From an operational perspective, a mobile network would not be "mobile" if the location between subscriber stations (SS), which is synonymous with mobile stations (MS), and base stations (BS) could not identify its initial location followed by constant updating while the SS is on the move. This necessary functionality facilitates the success of locationbased applications on cellular phones. Consumers use their mobile devices for navigation, weather information, traffic status and social-networking features such as identifying friends in a shared area. These services demand accurate determination of SS location in order to provide the requested information to the consumer.
Subscriber location capability proves an invaluable asset to emergency response teams and law enforcement. Situations occur where a person in distress may require immediate assistance, and not have any knowledge of his or her precise whereabouts.
Another situation could involve a perpetrator, sought out by police, who actively uses his or her cellular device. Both cases can have quicker outcomes provided the location of the SS can be obtained.
In 2003, Congress mandated that mobile carriers be required to provide accurate location information for the origins of 911 calls from mobile phones, to allow response to such situations [4] . The FCC Public Safety and Homeland Security Bureau announced plans for a new 700 MHz publicsafety radio band in August 2009, and identified LTE as the proposed technology to be used [5] . These demands validate the objective of this paper, which is to develop a method to geolocate LTE subscribers and assess the fix accuracy that can be achieved using this technique.
Different methods exist to provide location information on wireless devices. Many of these methods depend upon the nature of the technology employed by mobile carriers. The methods can be narrowed further when a choice must be determined between location capability built within a mobile device or reliance on external means based on the network on which the device operates.
A global positioning system (GPS) chip represents an example of an internal capability solution for geolocation. The addition of a GPS chip in a wireless handset can provide accurate location information, as well as satisfy the Congressional requirement concerning 911 emergency calls from the device. As reliable as GPS has been proven to be, there remain significant drawbacks to its use with a wireless handset. Higher rates of power consumption would occur due to the necessary transmission increase of data coupled with energy requirements for the GPS chip itself. Another drawback lies in the cost increase to manufacture mobile devices with onboard GPS. Disabling or failure of the GPS on the handset could lead to detrimental situations, especially during a 911 response or a law-enforcement pursuit where accurate location is vital. Mitigating these drawbacks is possible through use of external approaches to geolocation. While they may not provide location results as precise as GPS, external methods overcome the obstacles presented with power, cost, and bandwidth. External methods also ensure redundancy by continuing to provide location information should the GPS capability fail.
Several possible passive external techniques exist to locate a radio frequency (RF) device, including receivedsignal-strength indication (RSSI), angle of arrival (AOA), time difference of arrival (TDOA), frequency difference of arrival (FDOA), or potential internal signal characteristics [6] , [9] . Multipath and variable broadcast strength pose limits on reliable location acquisition when directly applying RSSI. FDOA provides accurate location for platforms such as aircraft, but requires significant relative motion to generate Doppler shift. Therefore, it is inadequate for terrestrial geolocation. For locating an LTE subscriber, implementing acquisition schemes based on AOA, TDOA, and signal internals remains the best possibility.
Existing mobile carriers have already proven means of geolocation for their specific network technologies based on AOA, TDOA, and signal internals, or a combination of them. The nationwide time division multiple access (TDMA) and GSM mobile carriers use network-based location schemes. Access to the shared spectrum is controlled by timing data built into the structure of TDMA and GSM signals, allowing carriers like T-Mobile and AT&T Mobility to use TDOA methods. Providers using code division multiple access (CDMA), such as Verizon Wireless and Sprint, use an assisted GPS method with their mobile devices.
GSM provides an internal parameter to TOA within its signal characteristics known as timing advance (TA). Timing advance is used by the network and handset to align the traffic bursts with the TDMA frames of GSM. Using this timing advance and speed of propagation, range rings from base station towers can be approximated, and the intersection of these range rings from multiple towers provides an approximate location for the mobile station [7] . Further refinement of this approach found averaging multiple timing advance measurements minimized error in random variable sampling, tightening location accuracy [8] .
Similarities to this signal characteristic exist in the IEEE 802.16 standards for Worldwide Interoperability for Microwave Access (WiMAX), a technology competing with LTE for 4G status. The uplink in the 802.16 medium access control (MAC) is also shared between SSs in a TDMA fashion, with initial assignment of timing adjust generated by the BS after the initial entry and ranging request by a SS [9] . An investigation of the same approach, using radial distances from multiple BS based on the WiMAX timing adjust, yielded the possibility of location fixes with 10 times greater accuracy than previous results in literature applying timing advance techniques to GSM networks [6] .
3GPP incorporates a timing advance function similar to GSM and timing adjust in WiMAX. If the timing of a specific terminal needs correction, the network issues a timing advance command for this specific mobile terminal, instructing it to retard or advance its timing relative to current uplink timing. The user-specific timing advance command is transmitted as a MAC control element on the downlink-shared channel (DL-SCH) [1] . The approach to geolocation in this paper uses the same location-deriving principles employed through previous WiMAX research; using knowledge of the signal internals in relation to timing data in order to isolate subscriber station position based on radial distances to known base station locations.
First, investigation of the 3GPP standards was conducted to establish where the timing data resides within the signal internals, what packets contain the timing data, and how the timing data is calculated. The results of this investigation were compared to other sources for validity and correctness. Due to a lack of testing equipment software and field-testing facilities with an established LTE network, computer simulation was used to test TA-constrained behavior with multiple base stations under variable conditions, such as random distances and angled placement. Accuracy of location acquisition based on the TA ranging parameter in LTE networks was established, based on the results of these computer simulations.
II. INVESTIGATION OF LTE WORKINGS
LTE relies upon multiple access schemes that allow several subscriber stations, referred in the 3GPP standards and throughout the remainder of this paper as user equipment (UE), to share the capacity of the network. Contrary to other existing mobile technologies, LTE uses different multiple access schemes for uplink and downlink. They are Single Carrier Frequency Division Multiple Access (SC-FDMA) and Orthogonal Frequency Division Multiple Access (OFDMA), respectively. LTE provides two modes of operation for uplink and downlink sharing the same frequency band for transmission and reception: frequency division duplexing (FDD) and time division duplexing (TDD). The major difference between the two schemes is the use of paired and unpaired frequency bands. FDD uses different frequencies on paired bands for continuous UE transmission and reception with reasonable separation between downlink and uplink directions. TDD uses the same frequency band for transmission and reception, but alternates the transmission direction in time with a guard period for scheduling. LTE eNodeBs can implement either scheme, but FDD is preferred because it provides the maximum achievable data rates. The specifications for LTE include FDD and TDD in all of its descriptions since there is little to no difference in the physical architecture of the technology, and the procedures are the same. This paper concentrates on the FDD mode of operation.
With eNodeBs providing simultaneous transmission and reception with FDD, it comes into question why a timing advance feature is required. The timing control procedure is needed so that the uplink transmissions from different users arrive at the eNodeB essentially within the cyclic prefix. Such uplink synchronization is needed to avoid interference between the users with uplink transmissions scheduled on the same subframe. Timing advance commands are sent via random access channel (RACH) only when a timing adjustment is actually needed, i.e. the uplink for the UE is not synchronized. This occurs during system access, periods of UE idleness or inactivity, non-synchronized handover from eNodeB to eNodeB, and radio link failure. To better realize how these situations occur, investigation of the LTE specifications for radio frame structure and timing was conducted.
A. Radio frame structures and timing
3GPP specification TS 36.211 Physical Channels and Modulation describes standard radio frame structures and timing, and how they are implemented in LTE for uplink and downlink. A standard LTE unit of time used throughout all the specifications is given to describe the size of various fields in the time domain, and is expressed as:
In the equation for S T , 15000 represents the 15 kHz subcarrier spacing and 2048 is the maximum FFT size. Downlink and uplink transmissions are further organized into radio frame structures with duration of S T multiplied by the maximum sampling frequency of 30.72MHz. This is expressed as: 307200 10
Radio frame structures are further divided by slots. These slots are expressed in the time domain as:
Two radio frame structures are supported in LTE, with type 1 applicable to FDD. Each radio frame is ms, numbered from 0 to 19. Subframes within a frame is defined as two consecutive slots, where subframe i consists of slots 2i and 2i+1. The type 1 radio frame structure is illustrated in Figure 1 [11] . 
B. Medium Access Control
3GPP TS 36.321 Medium Access Control (MAC) protocol specification gives a functional point of view for the MAC architecture used in LTE. The MAC provides numerous functions to support error correction, scheduling information reporting, and priority handling between UEs by means of dynamic scheduling. This latter function is instrumental for solving synchronization situations as previously discussed, where adjustment of frame timing for a UE is required to join or rejoin the network.
A MAC protocol data unit (PDU) is a bit string that is byte aligned in length, and consists of a MAC header, zero or more MAC Service Data Units (SDU), zero or more MAC control elements, and optional padding. The MAC PDU header is further divided into one or more MAC PDU subheaders. An example of a MAC PDU is portrayed in Figure 3 . In cases where a UE uses the RACH for joining or rejoining the network, an eNodeB responds with a MAC PDU that substitutes MAC Random Access Responses (RAR) as the MAC control elements to synchronize the UE. This variation of the MAC PDU is illustrated in Figure 4 [12] . The MAC RAR, displayed in Figure 5 [12] , consists of six octets divided into four fields; a reserve field of 1 bit set to 0, Timing Advance Command, an Uplink Grant field to indicate resources available to the UE, and a Temporary Cell Radio Network Temporary Identifier (C-RNTI). The timing advance command field is used to indicate the amount of timing adjustment that UE has to apply. The field comprises bits [6:0] in the first octet of the MAC RAR, and bits [7:4] of the second octet, for a total of 11 bits. The specifications define these 11 bits to indicate the index value of A T , ranging from 0 to 1282. Therefore, the maximum A T is represented by a binary 10100000010 for decimal 1282. After the UE successfully joins or rejoins the network, communication between the UE and the eNodeB moves from the RACH and now resides on the uplink shared channel (UL-SCH) and DL-SCH. As the UE changes distance between itself and the eNodeB, timing advance may need to be adjusted from its initial indication in the MAC RAR to compensate. The timing advance control element is identified by the MAC PDU subheader with the logical channel ID (LCID) field shown in Figure 2 . This field, illustrated in Figure 6 [12] , is one octet long, with the two most significant bits as reserved bits set to 0, and the remaining 6 bits to indicate index values of A T adjustment ranging from 0 to 63. 
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Here, adjustment of TA N value by a positive or negative amount indicates advancing or delaying the uplink transmission timing by a given amount respectively. The specification goes on to describe how timing advance is applied to the 10 ms radio frame in Figure 6 . For a timing advance command received on subframe n, the corresponding adjustment of the timing shall apply from the beginning of subframe n+6.
With all the necessary parts of timing advance in LTE explained, calculation of time and distance with respect to one unit of TA can be achieved. Review of the literature suggests a common statement with the maximum 0.67 
III. THREE-DIMENSIONAL SIMULATIONS

A. Method of Approximations
When locating a point on the earth one generally thinks in two dimensions. Longitude and Latitude, the military grid reference system (MGRS) and other map datum depict a location in terms of two variables. However, the truth of the matter is the eNodeB and UE are calculating a TA-based radius with a three-dimensional distance, which proves longer than the two dimensional distance. As the elevation, or Z-axis, between a UE and eNodeB varies so does the error [14] . This can be best illustrated by a simple triangle, as shown in Figure  7 (After [14] ). Three-dimensional trilateration requires the geometry of spheres. This technique is employed by GPS, where satellites in space essentially act as the center points for spheres with a radius equal to the distance between the satellite and the GPS device requesting location updates. The estimated point of intersection of three or more satellite spheres represents the likely location of the GPS device, just as the intersection points of circles can estimate a probable location. For the purposes of geolocating an LTE UE, the height of an eNodeB is accounted for on the Z-axis, where the top of the tower represents the center point of a sphere, with the TA-based distance between the UE and the eNodeB as the radius.
The three-dimensional approach to simulating geolocation of an LTE UE uses the same parameters established for the two-dimensional simulations. The simulation employs a flat Earth model with calculations derived in Cartesian coordinates. Radii from the eNodeB to the UE continue to assume free space propagation at the speed of light, approximately 8 
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 meters per second, and each unit of TA increases the range radius from the eNodeB by 78.125 meters. Best case scenarios assume calculations of range radii based on an absolute TA amount of 78.125 meters, and secondary runs of the simulations offset the best case scenario by introducing a randomly selected measurement standard deviation of 0.5 meters to the TA values, 78.125 meter quantization error and 39.0625 meter bias to the radii.
B. Likely Location Calculations
On the two-dimensional plane, the three situations with radius rings that must be accounted for included two radius circles separated without touching, one radius circle completely contained in another, and radius circles that intersect. The same situations apply when using two spheres. However, when two spheres intersect, the addition of the third plane introduces a vast number of shared intersection points in contrast to two circles only having two points of intersection. Therefore, the addition of a third sphere is necessary to calculate a shared intersection point that correlates to the actual UE position for all situations.
Using Pythagorean Theorem and the law of cosines as before, the spheres generated from the eNodeBs are found using the TA-based radii, the X-Y plane coordinates of each eNodeB, and the height of the eNodeB on the Z-plane. This develops a system of equations that can be used with linear algebra to determine the most common point of intersection corresponding to the actual UE location.
To elaborate in terms of Cartesian coordinates, four spheres equate to a system of four equations: 2  2  2  2  1  1  1  1   2  2  2  2  2  2  2  2   2  2  2  2  3  3  3 , ,
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x y z , and 4 4 4 ( , , ) x y z correspond to the center points of the four spheres calculated with the law of cosines and their associated radii 1 R , 2 R , 3 R ,and 4 R respectively. After substituting values for center point coordinates and radii, the system is further reduced by subtracting the equation for the first sphere from the equations of the remaining three spheres. The reduced system can now be expressed as: where   2  2  2  2  2  2  2  2  1  1  2  1  2  1  2  1  2   2  2  2  2  2  2  2  2  2  1  3  1  3  1  3  1  3   2  2  2  2  2  2  2  2  3  1  4  1  4 
To find the common point of intersection from (9) and (10), the use of matrices in the form of Ax = b can be employed, where matrix A encompasses the coefficients from (9), vector b holds the constants from (10), and vector x contains the unknown coordinates for the intersection ( , , ) x y z . This is visualized in equation (11) 
With (11), the unknown point of intersection in vector x is simply the inverse of the coefficient matrix A multiplied by the constant vector b, -1 x = A b .
As efficient and simple as this likely location calculation may be, there still remains the potential for the calculations to go awry. Primarily, an inverse of the coefficient matrix A only exists when A is a square n n  matrix. This condition can only be met in the case of a four eNodeB network, where the system of equations reduces to three equations for three unknowns. Other network sizes produce an under-determined or over-determined system of equations, and do not have a unique solution. Second, eNodeBs with fixed distances and tower heights spread at evenly spaced angles across the coordinate plane can cause some of the coefficients in matrix A to equate to zero. For fixed towers, the Z-coordinates always cancel out, and X-Y coefficients may cancel out as well, dependent upon their calculated values based on the law of cosines and TA radii. In essence, matrix A becomes a singular matrix, where the determinant of the matrix is zero and has no inverse, and Ax = b does not exist or is not unique. These problems are frequently encountered with GPS technology, and can be mitigated through the use of pseudo-ranging.
In linear algebra, a resolution to the first problem, where A is not a square matrix, is to not rely on A having an inverse, and use Gaussian elimination with partial pivoting to find a least-squares, or "best fit", solution. This employs the theorem that if A is an m n  matrix of rank n , the normal equations for all spheres in the system, and a likely location approximation.
To demonstrate the potential for geolocating a UE within a real world LTE network in three dimensions, softwareimplemented simulations were again produced using MATLAB. Multiple eNodeB scenarios were simulated using the mean distance per unit of TA of 78.125 meters derived from calculations in Chapter II. The same scenarios were then executed a second time with the application of a randomly selected measurement standard deviation of 0.5 meters per unit
C. Three Base Station Simulation
The first three-dimensional simulation uses the algorithm for solving a system of equations for spheres presented with three eNodeB radii to approximate the location of a UE. Similar to the two-dimensional simulations in Chapter III, the UE's true location is the origin on the X-Y-Z plane. The simulation creates three eNodeBs at varying degrees in relation to the UE, each with normally distributed random distance with a mean of 1.2 kilometers from the UE, standard deviation within a range of 400 meters, and TA per the calculated value of 78.125 meters. Since the value of TA is discrete, the same process of rounding the radial distance to a whole unit of TA is used. Tower height of the eNodeBs were generated with normally distributed random heights having a mean of 305 meters from the ground, with a standard deviation of 250 meters to facilitate a minimum eNodeB height of 55 meters.
Ten trials were conducted with a Monte Carlo simulation of one hundred thousand iterations per trial. The average distance from the approximation point to the actual UE location for each separate trial was recorded. The simulation was then repeated with the addition of measurement standard deviation of 0.5 meters per unit of TA, 78.125 meter quantization error and 39.0625 meter bias to introduce fluctuations in the radii of the spheres, and compared with the first simulation results.
In both cases, the simulations provided extremely accurate results, and were far better than all two-dimensional simulations. Another interesting find with the three eNodeB network simulation was the introduction of standard deviation to TA and quantization error to the radii had little effect on the approximation error, and all results were consistently less than one meter of distance error between the approximation and the true UE location. The results of the simulation for all ten trials are shown in Figure 8 , and shows the average distance between the estimated position and the actual location of the UE was less than 10 centimeters. 
D. Four Base Station Simulations
The next simulation investigates a four eNodeB LTE network. The same parameters were used as the previous simulation with eNodeB placement at random angles from the UE, mean distances of 1.2 kilometers with standard deviation of 400 meters, radii based on the calculated TA value of 78.125 meters, and random tower heights of 305 meters from the ground with standard deviation of 250 meters.
Ten trials with a Monte Carlo simulation scheme of 100,000 iterations per trial were executed, and the average distance between the approximations and the actual UE location were recorded. The ten trials were then repeated with eNodeB placement at evenly spaced angles while maintaining random heights and distances. Next, ten trials were run with eNodeB placement at evenly spaced angles and random tower heights, but fixed distances of 1732 meters. Finally, a fourth set of ten trials were conducted for eNodeB placement at evenly spaced angles, fixed distances of 1732 meters, and fixed tower heights of 305 meters each, portraying the most ideal network setting. The algorithm for a system of equations discussed previously was used to calculate the approximation coordinates, to include employment of finding a least-squares solution to mitigate possible singular matrices when running the ideal network scenario test.
With the addition of a fourth eNodeB-generated sphere, approximation accuracy on the average remained consistently improved in comparison to the two-dimensional simulations, but diminished in comparison to the previous three eNodeB simulation. In retrospect, a similar situation occurs with a three-dimensional four eNodeB network just as with a twodimensional three eNodeB network, where very large approximation errors get weighed in with several accurate position estimates.
An example of a four eNodeB network with a gross approximation error is displayed in Figure 9 , where the distance between the approximation and the UE was 134 meters. The root cause of the large fluctuation in accuracy can be centralized within the system of equations for a four eNodeB network. Having four spheres equating to four equations, and then reducing them to three equations, the algorithm is left with three equations to solve for three unknowns. The mathematics becomes ambiguous when dealing with square terms, essentially resulting at times to a quadratic solution with two possible values. In all cases, the largest variation can be found in the approximated height value for Z, which can be a very large positive or negative number, or essentially very high above or very far below the surface of the Earth. Regardless of the possibility for large approximation errors, the simulations resulted in improved accuracy far better than the two-dimensional simulations. The results of the four scenarios involving eNodeB placement and height, for all ten trials of the simulation, are displayed in Figure 10 . Despite changes in the network due to random eNodeB placement and characteristics, the average distance between the approximation and the actual UE location fell within 5 meters. The most ideal scenario of evenly spaced eNodeBs with fixed distances and tower heights had exactly zero error. The same simulations were performed a second time to evaluate the effects of introducing standard deviation to the TA and radii of the four spheres. With standard deviation applied, the average distance between the approximation and the actual UE location increased slightly for the most part, including a small but noticeable increase of estimation error in the ideal network scenario. As indicated in Figure 11 , the error generally fell somewhere less than 10 meters.
As stated previously, the gross approximation error derived primarily from the calculated Z-coordinate. In all cases of gross approximation results, the X-Y coordinates remained sound, correlating very closely to the true X-Y coordinates of the actual UE. In a real-world situation, one could assume that a UE would not be located at large distances above or below the surface of the Earth. This does not suggest that a height coordinate for a UE location estimate should be ignored, but, for purposes of geolocating rapidly, two accurate X-Y coordinates more than suffice to approximate a UE location.
To justify this argument, an example of a four eNodeB network with gross approximation error is presented in Figure  12 . In this example, the algorithm calculated the Z-coordinate of the approximation as -1540 meters, or better said 1540 meters below the surface of the Earth. However, when using Pythagorean Theorem to calculate the distance from the approximation to the actual UE location using only X-Y coordinates in the equation, the UE position is accurately located within 85 centimeters. IV. CONCLUSIONS Extraction of TA data from an initial RAR message is a viable means of correlating range radius between an LTE eNodeB and UE. With the use of multiple range radii from several eNodeB, crossing radii can very effectively establish a UE location.
Computer simulations modeling an LTE network showed promising geolocation results based upon resolved per unit TA derived from an 11-bit MAC field and little to no variance. The use of trilateration of triangles on a two-dimensional plane showed geolocation accuracy should consistently be practical within a 60 meter CEP. Results improve exponentially with trilateration of spheres on a three-dimensional plane, which indicate a consistent geolocation accuracy practical within 50 centimeters MRSE for a three eNodeB network, and within 35 centimeters MRSE for network sizes of five or more eNodeBs. While it is possible to have very approximate location estimates in a four eNodeB network, variance due to ambiguity in the results suggest a higher degree of inaccuracy when compared to other network sizes for geolocation purposes.
With the principles explored through research and simulation, it is possible to geolocate an LTE UE within approximately 60 meters when using a two-dimensional mapping coordinate mapping scheme, offering potentially ten times better accuracy than GSM methods previously explored in literature. Furthermore, it is possible to geolocate an LTE UE within approximately 50 centimeters by using a threedimensional mapping approach, taking into account that TA is a calculated distance from one height to another, and is comparable to geolocation accuracy in GPS technologies. Both geolocation methods provide an excellent resource to be refined and expanded upon for employment by emergency response teams and tactical personnel. The current deployment of LTE as a 4G network for the two largest mobile carriers demands effective means of geolocation, such as presented in this research for further expansion.
